UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

THI XA HOAI NHON DPoc lap - Tw do - Hanh phc
S6:59  /KH-UBND Hoai Nhon, ngay 10thang 4 nam 2023
KE HOACH

V& viéc dau tw biao dam an toan hé théng thong tin theo cap do
tai UBND thi xa Hoai Nhon nam 2023 va nim 2024

Can ci Nghi dinh s 85/2016/ND-CP ngay 01/7/2016 caa Chinh phu vé dam
bao an toan hé thong thong tin theo cap do;

Can ctr Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022 cua Bo Thong tin
va Truyén thong quy dinh chi tiét va huong dan mot s6 diéu cua nghi dinh
sb 85/2016/ND-CP ngay 01/7/2016 cua Chinh pha vé bao dam an toan hé théng
thong tin theo cap do;

Can cir Van ban s0 652/BTTTT- CATTT ngay 28/02/2023 cua B Thong tin
va Truyén thong vé viéc huéng din trién khai mét s6 nhiém vu trong tim vé an
toan thong tin mang trong nam 2023;

Can cir Quyét dinh s 4585/QD-UBND ngay 30/12/2022 ciia UBND tinh vé
viéc phé duyét Két qua danh gia, xép hang mic do (mg dung cong nghé thong
tin trong cac co quan nha nudc trén dia ban tinh Binh Dinh nam 2022;

Can ctr Cong van sd 315/STTTT-BCVT&CNTT ngay 24/3/2023 cua S&
Thong tin va Truyén thong vé viéc trién khai céng tac dam bao an toan thong tin
mang tai cac co quan, don vi;

Thuc hién Quyét dinh sé 22602/QD-UBND ngay 22/12/2022 cua UBND thi
x4 Hoai Nhon vé viéc giao du toan ngan sach dija phuong nam 2023;

UBND thi x3 Hoai Nhon xay dung Ké hoach vé viéc dau tu bao dam an toan
hé théng théng tin theo cip do tai UBND thi xa Hoai Nhon nim 2023 va nim
2024, cu thé nhu sau:

I. MUC PiCH, YEU CAU

1. Muc dich

- 100% hé thong thong tin thudc pham vi quan 1y cia UBND thi xa, cac
phong ban tryc thuoc UBND thi xd va UBND cac xa, phuong dugc trién khai day
du phuong an bao dam an toan hé thong thong tin theo cap do duoc quy dinh tai
Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phu.

- Khong dé xay ra 19 lot thong tin, dir li€u ca nhan nghiém trong trén cac hé
thong thong tin thudc pham vi quan 1y cia UBND thi xi, cac phong ban tryuc
thudc UBND thi xa va UBND céc xa, phuong.


https://thuvienphapluat.vn/van-ban/cong-nghe-thong-tin/nghi-dinh-85-2016-nd-cp-bao-dam-an-toan-he-thong-thong-tin-theo-cap-do-317475.aspx

2. Yéu cau

- Trién khai day du phuong an bao dam an toan hé théng thong tin theo cap
do cho 100% hé théng thong tin dang van hanh, cu thé:

+ Hé théng mang nodi bo (Lan) ciia co quan.

+ Hé thong phan mém cira dién tar (VNPT Igate).

+ Hé théng thong tin tai phong hop truc tuyén thi xa.

- Bao v¢ thong tin, dir li€u cd nhan: Pinh ky kiém tra, ra soat ATTT mang;
Tuyén truyén cho CB, CCVC-NLD tham gia chién dich ra quét, lam sach ma
ddc,... trén khong gian mang.

I1. POI TUQNG VA THOI GIAN THUC HIEN

1. Tai nha lam viéc ctia Van phong HDND va UBND, nha lam viéc ctia Cac
phong chuyén moén tryc thugc UBND thi x3 (N6i vy, Kinh té, Tai nguyén - MO0i
truong, Quan 1y do thi), nha lam viéc tai B phan Tiép nhén va Tra két qua cua thi
x&: Trién khai thuc hién vao quy Il ndam 2023. (C6 mé hinh kém theo)

2. Tai nha lam viéc cac phong ban truc thudc con lai cia UBND thi x3 va
UBND cic x4, phuong: S& trién khai thuc hién vao nam 2024

I11. NHIEM VU, GIAI PHAP

1. Yéu cau co ban quan ly, bao gom:

1.1. Thiét 1ap chinh séch an toan thdng tin: Phong Vian hoa va Théng tin xay
dung ké hoach va trinh UBND thi x4 phé duyét trugc khi trién khai thuc hién.
Dinh ky 03 nam hozc khi c6 thay dbi chinh sach ATTT kiém tra lai tinh phu hop
va thuc hién ra soat, cap nhat, bo sung.

1.2. T6 chirc bao dam ATTT: Phong Vin hoa va Théng tin 1a don vi dau moi
chuyén trach vé ATTT. Ngoai ra, ctr can bo dau méi phéi hop véi S¢ Théng tin
va Truyen thong, Poi Ung cau sy ¢ ATTT cia tinh trong cong tac hd tro dicu
phdi xu 1y su cb ATTT; Tham gia cac hoat dong, cong tdc bao dam an toan
thong tin khi ¢ yéu cau caa to chic ¢d tham quyeén.

1.3. Bao dam ngudn nhan lyc: Tham muu UBND thi x4 b tri ngudn nhan
luc c6 chuy@n mén phi hop, phu trach van hanh hé théng an toan, hiéu qua.

1.4. Quan ly thiét ké, xay dung hé théng va van hanh hé thong:

Tham muu UBND thi xa quy trinh quan ly an toan mang; chinh sach, quy
trinh quan ly an toan may chu va ung dung; chinh sach, quy trinh quan ly an toan

dir liéu; chinh sach, quy trinh quan 1y sy co an toan théng tin; chinh sach, quy
trinh quan Iy an toan ngudi sir dung dau cudi.

1.5. Xay dung phuong an Quan ly rai ro an toan thong tin.
~ 1.6. Xay dyng phuong an Két thic van hanh, khai thac, thanh ly, hay bo hé
thong thong tin.
2. Y&u ciu co ban vé ky thuat, bao gom:
2.1. Bao dam an toan mang:



- Thiét ké hé théng: Thiét ké cac viing mang trong hé théng theo chirc ning.
Phuong an thiét ké bao dam: C6 phuong an quan ly truy cap, quan tri hé thong tir
xa an toan; Co phuong &n quan ly truy cap giira cac ving mang va phong chong
xam nhap; C6 phuong an dy phong cho cac thiét bi mang chinh.

- Kiém soét truy cap tir bén ngoai, bén trong mang.

- Nhat ky hé théng: Thiét lap chac nang ghi, luu trir nhat ky hé thdng trén
cac thiét bi hé théng (néu co); Sir dung thoi gian trén may chu dé déng bo thoi
gian gitra cac thiét bi mang, thiét bi dau cudi va cac thanh phan khac trong hé
théng tham gia hoat dong giam st.

- Phong chéng xam nhap: C6 phuong an phong chong xam nhap dé bao vé
ving DMZ va ving may cht noi bo; Pinh ky cap nhat co so dir liéu dau hiéu
phat hién tan cong mang (Signatures).

- Bao vé thiét bj hé thong: Cau hinh chuc niang xac thuc trén cac thiét bi
hé théng (néu hd tro) dé xac thuc nguoi dung khi quan trj thiét bi truc tiép hoic
tir xa; Thiét 1ap cau hinh chi cho phép st dung céc két ndi mang an toan (néu hd
tro) khi truy cap, quan tri thiét bi tir xa; Cau hinh thiét bi (néu hd tro) chi cho
phép han ché cac dia chi mang c6 thé két noi, quan tri thiét bitir xa.

2.2. Bao dam an toan may chu:

- X&c thyc: Thiét lap chinh sach xac thuc trén may chu dé xac thuc nguoi
dung khi truy cap, quan ly va st dung may chi; Thay doi cac tai khoan mac dinh
trén hé thong hoac vé hiéu hoa (néu khong su dung); Thiét 1ap cau hinh may cha
dé dam bao an toan mat khau nguoi sir dung.

- Kiém soat truy cap: Thiét 1ap hé thong chi cho phép sir dung céc két noi
mang an toan khi truy cap, quan tri may chu tur Xa; Thiét 1ap gisi han thoi gian
cho (timeout) dé dong phién két ndi khi may chu khéng nhan duoc yéu cau tir
nguoi dung.

- Nhat ky hé thong: Ghi nhat ky hé thdng; Dong bo thoi gian gitta may chu
véi may cha thoi gian; Luu nhat ky hé thdng trong khoang thoi gian tdi thiéu 1a
01 thang.

- Phong chdng xam nhap: Loai bo cac tai khoan khdng st dung, céc tai
khoan khdng con hop 1¢é trén may chu; St dung tuong lira cua hé diéu hanh va hé
théng dé cam céc truy cap trai phép tgi may chu; V6 hiéu hoa cac giao thirc mang
khong an toan, cac dich vu hé théng khdng sir dung; C6 phuong &n cap nhat ban
vé, xu ly diém yéu an toan thong tin cho hé diéu hanh va cac dich vu hé théng
trén may chu.

- Phong chéng phan mém doc hai: Cai dat phan mém phong chéng ma doc
(hoic c6 phuong an khac twong duong) va thiét 1ap ché do tu dong cap nhat co
s& dir lieu cho phan mém; Cé phuong an kiém tra, do quét, xir Iy phan mém doc
hai cho céc phan mém truéc khi cai dit.

- Xtr ly may chu khi chuyén giao: C6 phuong an xda sach thong tin, dir ligu
trén may chu khi chuyén giao hoic thay doi muc dich sir dung.



2.3. Bao dam an toan tng dung:

- X&c thyc: Thiét 1ap ciu hinh tng dung dé xac thuc nguoi sir dung khi truy
cap, quan tri, cau hinh ung dung; Luu trit c6 ma hoa thdng tin xac thuc hé théng;
Thiét l1ap cau hinh tng dung dé dam bao an toan mat khau ngudi st dung; Han
ché s lan dang nhap sai trong khoang thoi gian nhat dinh véi tai khoan nhat dinh.

- Kiém soét truy cap: Thiét 1ap h¢ thong chi cho phép st dung cac két noi
mang an toan khi truy cap, quan tri ung dung tu xa; Thiét lap giéi han thoi gian
cho (timeout) dé dong phién két ndi khi ung dung khong nhan duoc yéucau tur
ngudoi dung; Gigi han dia chi mang quan tri dugc phép truy cap, quan tri Gng
dung tir xa.

- Nhat ky hé théng: Ghi nhat ky hé thong; Luu nhat ky hé théng trong
khoang thoi gian toi thiéu 1a 01 thang.

2.4. Bao dam an toan dtx liéu:

- Bao mat dir liéu: Luu trir cO ma hoéa cac thong tin, dir liéu (khdng phai la
thong tin, dir liéu cong khai) trén hé théng luutrit/phuong tién Iuu tri.

- Sao luu dy phong: Thuc hién sao luu du phong cac thong tin, dit liéu co
ban sau: tap tin cau hinh hé théng, ban dy phonghé diéu hanh may chu, co so dir
liéu; dir licu, thong tin nghiép vu.

3. Bao v¢ thong tin, dir li€u ca nhan

- Pinh ky phdi hop kiém tra, ra soat ATTT mang.

- Tham muu UBND thi x4 bd tri kinh phi dau tr mua sim trang bi cac thiét bi
tuong lta (CO chire ning lwu triv log) va phan mém diét virut c6 ban quyén dé bao

vé an toan hé thong mang ctia UBND thi x3, cac phong ban truc thuoc UBND thi
X8, UBND cdc x4, phuong va thong tin dir liéu cd nhén cua ngudi s dung. Trong
d6, quan tdm mua sam phan mém diét virut ban quyén cho cac may tinh thuong
xuyen st dung dé ky s, ban hanh vén ban dién tir, may tinh tham gia hé thong
dau thau qua mang va két ndi cac co s¢ dit lidu quoc gia, ..

- Tuyén truyén cho can by, CCVC-NLP tham gia chlén dich ra quét, lam
sach ma doc,... trén khong gian mang.

IV. KINH PHI THU'C HIEN

Tir ngudn ngan sach hd tro cia tinh, ngan sach cua thi xd, ngan sach cta
UBND céc x3, phudng va cac ngudn von hop phéap khéc, cu thé:

- Kinh phi dau tu tai nha 1am viéc Van phong HDND va UBND thj x3, nha
lam viéc cua cac phong chuyén mon truc thuéc UBND thi xa (NO1 vu, Tai nguyén
— Moi truong, Quan 1y d6 thi, Kinh té) va nha lam viéc tai Bo phan Tiép nhan va
Tra két qua thi xa; S6 tién: 839.453.226 dong. (Bang chii: Tam tram ba muoi chin
triéu, bon trim nim muoi ba nghin, hai trim hai muoi sau dong). Trong do, kinh
phi dau tu: 836.942.400 dong, kinh phi tu van thiét ké: 2.510.826 dong. (C6 Bdang
duy tru kinh phi kém theo)

- Nam 2024, tiép tuc tham muu UBND thi xa b6 tri kinh phi dau tu hé théng
tuong lira dam bao An toan thdng tin (phan con lai).



V. TO CHUC THUC HIEN

1. Phong Van hoéa va Thong tin

- Giao Phong Vin héa va Thong tin cha tri, phdi hop véi cac co quan,
UBND céc x3, phuong trién khai thuc hién theo Ké hoach.

- Phéi hop lap dé cuong va dy toan chi tiét dau tu hé thong tuong lira bao
dam ATTT theo cép d6 trinh So Thong tin va Truyén théng tham dinh va UBND
thi xa phé duyét kinh phi.

- T6 chirc tuyén truyén, huéng din cac co quan nha nudc thuc hién dam bao
hé thdng thong tin theo cap do; to chtc kiém tra, danh gia ATTT tai cac co quan
nha nudc, xa, phuong.

2. Phong Tai chinh - Ké hoach

- Tham muu, dé xuat UBND thi x4 kinh phi mua sam thiét bi - dam bao
ATTT (d4 bd tri kinh phi ddu nam 2023 tai Quyét dinh s6 22602/QD-UBND cua
UBND thi x3) va huéng dan cho cac co quan, UBND cic xi, phuong thuc hién
dam bao theo quy dinh phap luat.

3. Van phong HDND va UBND thi xa

- Phéi hop, t6 chirc lap dat, van hanh hiéu qua Hé thong Tuodng lira dam bao
an toan thong tin hé thong mang tai UBND thi xa Hoai Nhon.

- Thuong xuyén kiém tra, phdi hop v6i Phong Vin héa va Thong tin dé nghi
thay thé cac thiét bi hu hong trong qua trinh van hanh hé thng.

4. Cé&c phong, ban trwe thuoc UBND thi xa c0 lién quan

- B6 tri nhén luc, t6 chitc van hanh hiéu qua Hé thong tudng lira ctia co quan
sau khi dugc ban giao.

- Thuong xuyén kiém tra, bio céo cac sy c6 cta hé thong vé UBND thi xa
(qua phong Vin hoa va Thong tin) dé phdi hop xir 1y.

5. UBND cac xa, phuong

Chu dong xay dung ké hoach t chirc bé tri ngudn nhan luc, ngudn kinh phi
trién khai thyc hién theo Ké hoach nay vao nam 2024.

Yéu cau Tha truong cac co quan, UBND céac xa, phuong cén ctr noi dung Ké
hoach nghiém tac trién khai thuc h|¢n.‘pw£/

Noi nhin: TM. UY BAN NHAN DAN
- SO TT&TT; (Béo cao) , KT CHU TICH

- TT Thi uy; (Béo céao) ' :

- TT HDND thi xa; (B&o céo)

- CT va cac PCT UBND thi x3; (Béo cao)
- Céc phong ban truc thudc UBND thi xa; (Phéi hop) ||
- UBND céc xa, phuong; (Phdi hop)
- Luu: VT.
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BANG DU TRU KINH PHI THYC HIEN TAI UBND THI XA NAM 2023
(Kem theo Ké hoachso  /KH-UBND ngay / /2023 cua UBND th; xa@ Hoai Nhon)

STT

Tén thiét bi

Pon
vi tinh

S6
lwgng

Pon gia

Tong tién

Ghi
chd

Thiét bi chuyén mach Switch Cisco

CBS250-24T-4G-EU- 1Gb Switch Cisco

Switch Cisco Business 250 24 port 10/100/1000, 4 port 1G SFP
uplink

Cai

19,440,000

136,080,000

Thiét bi twong lira Firewall Fortinet

Firewall Fortinet FG-100F-BDL-950-36

- 22 x GE RJ45 ports (including 2 x WAN ports, 1 x DMZ port,
1 x Mgmt port, 2 x HA ports, 16 x switch ports with 4 SFP port
shared media).

- 4 SFP ports, 2x 10G SFP+ FortiLinks, dual power supplies
redundancy.

- Max managed FortiAPs (Total / Tunnel) 128 / 64.

- VPN support.

- Hardware plus 24x7 FortiCare and FortiGuard Unified (UTM):

3 Year

Cai

198,640,000

198,640,000

Thiét bi twong lira Firewall Fortinet
FG-60F-BDL-950-12 FortiGate-60F

Cai

59,452,000

297,260,000

Convert 1Gb

Cai

3,654,000

3,654,000




5 | Router DrayTek 2952 Cai 1 13,138,000 | 13,138,000

6 | Day nhay Cat6 UTP AMP Soi 8 165,300 1,322,400

7 | Cap Commscope CAT6 Thang 1 4,038,000 4,038,000

8 | Vat tu phu ( keo, nhan,...) 1 870,000 870,000

9 | Nep nhwa nhé mét 200 26,100 5,220,000

19 |Phan men phin tich log tip trung nam | 1 | 118,000,000 | 118,000,000
Eventlog analyzer premium

11 :Egz G9 Workstation, core i5, 256 SSD, 32Gb ram, 2Tb Céi 1 58,720,000 | 58.720,000
Tong tién 836,942,400




, BANG KINH PHI TU VAN THIET KE
(Kem theo Ké hoachso /KH-UBND ngay / /2023 cua UBND th; xa Hoai Nhon)

STT Tén chi phi tw van Tong gia tri tw van (Gtv) Tong tién
1 | Chi phi Lap H6 so moi thau/Ho so dé xuat 0,1% x Tong dy toéan thiét bi (Gtb) 836,942
2 | Chi phi tham dinh Hb so dé xuat 0,05 x Tong du toén thiét bi (Gtb) 418,471
3 | Chi phi danh gia Ho6 so dy thau 0,1% x Tong dy toan thiét bi (Gtb) 836,942
4 | Chi phi tham dinh Két qua lya chon nha thau 0,05 x Tong du toén thiét bi (Gtb) 418,471

Tong cong 2,510,826
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