UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THI XA HOAI NHON Péc 1ap - Tw do - Hanh phuc
S6: 907 /JUBND-VX Hodi Nhon, ngay 21 thang 4 ndm 2023
VIV tang cuong cc bién phap dam bao
an toan thong tin ddi véi
céc hé thdng thong tin

Kinh gui:
- Cac co quan, don vi lién quan;
- UBND céc xa, phuong.

Thyc hién Cong vén s6 429/STTTT-BCVT&CNTT ngay 18/4/2023 cua
S& Thong tin v@ Truyén thong vé viéc tang cudng cac bién phap dam bao an
toan thong tin doi vai cac hé thong thdng tin.

Nham ting cuong céac bién phap dam bao an toan thong tin ddi véi cac hé
théng thong tin do cac co quan, don vi, UBND cac xi, phuong quan ly, van
hanh, UBND thi x4 yéu cau cac co quan, don vi, UBND céac x4, phudng tap
trung thuc hién cac ndi dung sau:

1. Trién khai dam bao an toan thong tin d6i vai cac hé théng thdng tin do
co quan, don vi, UBND céc xa, phuong quan ly, van hanh. B tri kinh phi dau tu
bao dam an toan hé théng thong tin theo cap do (theo Ké hoach sé 59/KH-
UBND ngay 10/4/2023 ciia UBND th; x&) va phan mém diét virut c6 ban quyén
dé bao vé an toan hé thong mang cua co quan, don vi, UBND cac x4, phuong va
thdng tin dix liéu ca nhan cua nguoi sir dung. Trong do, quan tim mua sam phan
mém diét virut ban quyén cho cac may tinh thuong xuyén sir dung dé ky sb, ban
hanh van ban dién tr, may tinh tham gia hé théng dau thau qua mang va két ndi
cac co so dix liéu cua tinh, qudc gia...

2. Tang cuong cong tac bao vé thong tin ca nhan trén moi tredng mang,
dinh ky thay d6i mat khau d6i voi céc tai khoan duoc giao/cap su dung ding
nhap cac hé théng thdng tinh dung chung toan tinh (phan mém Djch vu cong,
Mgt cira, phan mém Qudn Iy can b cong chic, phan mém Qudn Iy tién
liwong...); DI vai cac tai khoan dugc cap mat khau mic dinh phai tién hanh doi
mat khau khi diang nhap lan dau theo huong dan cia don vi phét trien phan
mém.

3. Ra soét cac noi dung, duong dan, thu muc duoc cong khai trén céc
Cong théng tin dién tir do co quan, don vi va UBND cac x4, phuong quan 1y dé
kip thoi g& bo cac dusng dan c6 két noi dén cac website c6 noi dung khong phu
hop (quang cao, cd dg, co bac truc tuyén...) gay anh hudong dén hoat dong, uy
tin cua cac co quan nha nudc, tiém an céc nguy co mat an toan thong tin.

4. Thyc hién giam sat bao vé ddi vai hé théng thong tin do co quan, don
vi va UBND cac xa, phuong quan Iy, van hanh; Dinh ky thyc hién kiém tra,
dénh gia, ra quét cac 16 hong bao mat ton tai trong hé théng dé tim ra cac diém
yéu gay mat an toan thong tin.



5. Xay dung phuong an ung cau, khic phuc sy c¢6 mat an toan thong
tin d6i vai cac hé thong thong tin tai co quan, don vi va UBND cac x4, phuong
Kip thoi bao cao UBND thi xa (qua Phong Van hoa va Théng tin) khi xay ra cac
su ¢ mat an toan thdng tin theo quy dinh.

6. Chi dao can bg, céng chic, vién chire va nguoi lao dong cia co quan,
don vi vd UBND cac x4, phuong tich cuc tham gia vao cac chién dich ra quét
lam sach ma doc trén khong gian mang; thuc hién ding ky tin nhiém mang dbi
véi cac website do co quan, don vi dia phuong quan ly.

UBND thi x4 yéu cau cic co quan, don vi va UBND céc xa, phuong trién
khai thuc hién dé ¢am bao céc hé thong thong tin duoc van hanh thong sudt, 6n
dinh phuc vu c6ng tac chuyén d6i s6 toan dién cac linh vuc trén dia ban thi xémﬂ[/
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