UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
THI XA HOAI NHON Pgc lap - Tw do - Hanh phuc

S6: 3625/ UBND-VX Hoai Nhon, ngay 26 thang 10 nam 2023
VIv huéng dan cac yéu cau déi voi
ha tang cong ngh¢ thong tin co ban

Kinh gui:
- Cac co quan, don vi truc thugc;
- UBND céc xa, phuong.

Thuc hién chi dao ciia Chu tich UBND tinh tai Cong van s6 6366/UBND-
KSTT ngay 03/09/2023 vé viéc khac phuc ton tai, han ché vé diéu kién “ha tang
cong nghé thong tin co ban” tai cap huyén, cp x4;

Can ctt Cong van s6 1118/STTTT-BCVT&CNTT ngay 15/9/2023 cua S¢
Théng tin va Truyén thong vé viéc hudng dan céc yéu cau déi véi ha tang cong
nghé thong tin co ban;

Thuc hién Ké hoach sé 59/KH-UBND ngay 10/4/2023 cua UBND thi x&
vé viéc dau tu bao dam an toan hé thong théng tin theo cap do tai UBND thi x4
Hoai Nhon nim 2023 va nam 2024; Ké hoach s6 146/KH-UBND ngay
18/9/2023 ciia UBND thi x4 vé viéc dau tu bao dam an toan hé thong thong tin
theo cp do tai UBND céc x&, phuong.

Pé bao dam céac yéu cau déi voi ha tang cdng nghé thong tin co ban phuc
vu chuyén d6i s6 tai UBND thi xa va UBND cac X3, phuong, Chu tich UBND
thi X4 y&u cau cac co quan, don vi truc thuoc, UBND céc xd, phudng trién khai
thuc hién cac noi dung lién quan dén mo hinh mang, cac thiét bi va téc do két
ndi cac dudng truyén internet, cu thé nhu sau:

1. Pdi véi mod hinh mang co ban (mang LAN), dwong truyén Internet

1.1. Van phong HDND va UBND thi x3, UBND cac xa, phuong thuc
hién:

- Trién khai mé hinh phan hé mang noi bo (mang LAN) duoc quy dinh tai
Phu luc kém theo Quyét dinh sé 67/2020/QD-UBND ngay 08/10/2020 cua
UBND tinh vé viéc Ban hanh Quy ché quan ly, van hanh, két noi va sir dung
mang truyén sé liéu chuyén dung cap Il trén dia ban tinh Binh Binh.

- Pam bao bang théng téi thiéu cua du’O’ng truyén Sé liéu chuyen dung
2Mbps danh riéng cho dich vu hoi nghi truyén hinh (Theo huéng dan tai Cong
van s6 2558/BTTTT-BDTW ngay 02/8/2019 cua Bo Thdng tin va Truyén théng
vé viéc cong bo tai lieu huong dan viéc xay dung, trién khai ha ting mang va hé
théng thiét bi; tiéu chuan ky thuat két ndi cac hé théng HNTH).

- Xay dung 02 duodng truyén Internet riéng biét, bao gdm: 01 dudng
truyén phuc vu hoat dong cua cén bo, céng chirc 1am viéc tai Bé phan Tiép nhan
va Tra két qua va 01 duong truyén phuc vu ngudi dan dén thuc hién tha tuc
hanh chinh, cuy thé:

+ Toc d6 duong truyén phuc vu hoat dong cua can bo, cong chic 1am viéc



2

tai BO phan 01 cira téi thiéu 200Mbps (c6 cam két ctia nha cung cp dich vu).

+ Toc @6 duodng truyén phuc vu ngudi dan dén thuc hién tha tuc hanh
chinh t4i thiéu 200Mbps (c6 cam két ctia nha cung cap dich vu), ddng thoi phai
c6 trang bi cac thiét bi phat song wifi hoic 4G.

1.2. Van phong HDND va UBND thi x4 dam bao tdc d6 duong truyén tbi
thiéu 300Mbps tai tru s UBND thi x4, UBND cac x3, phudng dam bao toc do
duong truyén t6i thieu 200Mbps tai tru s UBND céc xa, phuong (co6 cam két
ctia nha cung cap dich vu).

2. Pdi véi cau hinh thiét bi theo md hinh mang co ban

Céc co quan, don vi tryc thudc, UBND cac xa, phuong trang bi thiét bi
dap (ing cé4c yéu cau:

2.1. Cdu hinh co ban doi véi méy vi tinh si¢ dung (hodc twong dwong):

- Hé diéu hanh téi thiéu: Windows 10 Pro c6 ban quyén Microsoft;

- RAM tdi thiéu: 8GB DDR4; B6 vi xir ly (CPU) téi thiéu: Intel Core i3;
O cang SSD téi thiéu: 128 GB;

- Man hinh hién thi LCD 21 inch;

-Thing may va ngudn (Case & PSU), Chudt (Mouse) va Ban phim
(Keyboard).

2.2. Thiét bi chuyén mach (Switch), thiét bi Twong liza (Firewall) toi
thiéu theo Phu luc dinh kém.

3. Pam bao An toan thong tin cho mé hinh mang

- Cac co quan, don vi truc thudc phdi hop té chic thuc hién hoan thanh
Ké hoach s6 59/KH-UBND ctiia UBND thj x4.

- UBND céc x3, phuong trién khai thuc hién cac nhiém vu tai Ké hoach sé
146/KH-UBND ngay 18/9/2023 caa UBND thj xd d4p ung yéu cau dé ra. Xay
dyng HO so dé xuat cap tham quyen tham dinh, phé duyét cap do an toan hé
théng thdng tin ddi véi cac hé thdng théng tin do UBND cac x3, phuong van
hanh theo Huéng dan cia S Théng tin va Truyén théng tai Cong vin sb
536/STTTT-BCVT&CNTT ngay 10/05/2023.

Trong qué trinh trién khai néu c6 vuéng méc, lién hé Phong Vian hoa va
Théng tin (Ong Nguyén Quac Tung, sé dién thogi: 0768317800) dé hudng dan.

Y&u cau cac co quan, don vi truc thude, UBND cac x4, phuong nghiém tlc
trién khai, thuc hién./. gt
Noi nhan: KT. CHU TICH

- Nhu trén, O CHU TICH
- Luu: VT. )

i

Tran Hiru Thao



1. Thong s6 thiét bi twong lira (Firewall) tdi thiéu
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PHU LUC

THONG SO KY THUAT THIET BI MANG NOI BQ TOI THIEU
TAl UBND XA, PHUONG

* Thié't, bi co thong s6 ky thuat tuong tu,twong duong hoic cao hon thong sé ky
thuat toi thiéu.

STT NOI DUNG YEU CAU KY THUAT
| | Ning lwc thiét bi
1. | Thong luong Firewall 2.6 Gbps
2. | Thong lugng NGFW 1,6 Gbps
3. | Thong lugng IPS 2 Gbps
4. | Thong lugng Threat Protection 750 Mbps
5. | S6 lugng phién két ndi dong thoi 1.300.000
6. | S6 lugng phién két ndi mai/gidy 40.000
Il | Cac tinh niing hb trg
1. | Yéu ciu kién tric phan cling C6 hd tro
2. | Céc tinh ndang SD-WAN C6 ho tro
3. | Céc tinh ning bao mat IPS C6 hd trg
4. | Cac tinh nang Anti- Malware/Anti-Virus | C6 hd tro
5. | Céc tinh ndng Web va Video Filtering C6 hd trg
6 Céc _tin}} ning kiém soat tung dung Co hd trg
(Application Control)
7. | Tinh san sang C6 ho tro
2. Thong sb thiét bi chuyén mach (switch) téi thié¢u
STT NOI DUNG YEU CAU KY THUAT
| | Feature Switch/ Tinh ning Chuyén mach
1 8;1;5 r);lél;tf(ij}ﬂlélzr; gi)(l) / Switching capacity 100 Gbps
2 o™ | 50
3. Sfjviﬁﬂﬁ k150/100/1000 Mbps RJ45 8/12/24 port
A , - 10/100/1000 Mbps RJ-45
4. | Tuy chon két n6i / Connector options

- 1 Gbps SFP ports




- 1/10 Gbps SFP+ ports*

- Out-of-band Ethernet
management: 10/100/1000
Mbps RJ-45*

- Console management:
RJ45 serial port and USB
Type-C port with serial
communication device class
support™

- File transfer: USB port,
standard-A plug*

. Bo nhé ram / DRAM - C6 hd tro, trang bi
Bo nho Flash / NVRAM (Flash) - Co ho trg, trang bi

6 HJ tro tdi da / Maximum routes (in C6 ho trg IPV4 V.é, IPv6, tdi
hardware) da tuy theo thiét bi

7. | Két ndi chinh / Trunking C6 ho tro

8. | Bao mat/ Security C6 hd trg
Tinh ning SDN / SDN features C6 ho trg

10. | Tinh kha dung cao / High availability C6 ho tro

11. | B9 tinh nang 16p 2 / Layer 2 C6 hd trg

12. | Bo tinh ning 16p 3 / Layer 3 C6 ho tro

W//
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